
sepago adapt ensures that your security team is enabled 
to follow processes fitting your organization at each point 
in time. This makes sure that solutions like M365 Defender 
can unfold their full potential and fortify the safety status 
of your organization.

After we get to know your organization during the onboarding phase, we describe your new M365 
Defender processes in three levels. Sepago adapt delivers the creation, documentation and
implementation/ onboarding of the following process levels: 

1. Process layer 1 - High-level (Visio Swimlane) 
2. Process layer 2 - Action item (Excel Actions Items with RACI allocation) 
3. Process layer 3 - Operation manual/playbook documentation (PDF/Word as knowledge base) 
4. Optional: ITSM Implementation & Process Monitoring (custom) 

First, high level processes and a general workstream overview, to visualize the process phases 
and main responsible stakeholders. Next, we drill down each workstream from level one and move 
through the RACI matrix to define responsibilities, making sure that at each point in time everyone 
knows their assigned tasks. 

The third level consists of a step-by-step operations manual, which can be used for everyday
operations by your security analysts. 
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Identify current,  
ongoing risks to your  
cloud environment

Walk away with
actionable next steps
based on your specific
needs and objectives

Document your
security strategy for
the benefit of key
stakeholders

Better understand
how to accelerate your
security journey using
the latest tolls

Learn how to put next-generation security operations  
to work for you with the Azure Sentinel add-on module

Do you know how many phishing attacks your organization has  received? If employees are using the 
right password protocol? Whether personal data is being exposed? In short, is your organization’s cloud  
environment as secure as you think it is?

 
Improve your security posture with a  
Microsoft Security Workshop 

Organizations today are managing a growing volume of data and alerts while dealing with tight budgets  
and vulnerable legacy systems. Get help achieving your broader security objectives and  identify current  
and real threats – by scheduling a Microsoft Security  Workshop.

We can help you develop a strategic plan customized for your organization and based on the recom  
mendations of Microsoft cybersecurity experts. You’ll gain visibility into immediate threats across email, 
identity, and data, plus clarity and support on how to upgrade your security posture for the long term.

What to expect

During this workshop, we’ll partner with you to strengthen your organization’s approach to  
cybersecurity. We’ll help you better understand how to prioritize and mitigate potential attacks, with: 

• Deep analysis from Threat Check of cyberattack threats  
found targeting your organization

• Actionable recommendations to help immediately mitigate the iden-
tified threatsProvide insights into applications used within  
your environment (sanctioned and unsanctioned by IT)

• A detailed assessment of your IT and security  priorities and initiati-
ves, direct from cybersecurity prosDevelop a joint action plan based 
key results, recommendations and next steps

• An inside look at Microsoft’s holistic approach to  security, and  
how it relates to your organization

• Demonstrations of integrated security, including the latest   
tools and methods

• Long-term recommendations from Microsoft  experts about your 
security strategy, with key initiatives and tactical next steps

Why you should attend
Given the volume and complexity of identities, data, applications, devices, and infrastructure, it‘s essential 
to learn how secure your organization is right now, and how to mitigate and protect against threats moving 
forward. By attending this workshop, you can:
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Please contact us
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Sepago has been very successful on the market since 2002 and supports  
its customers across Germany in their IT challenges. We are owner-led,  
independent and always committed with heart and soul.

From Cloud Solutions to IT Security, from IT Strategy Workshops 
to Managed Services – we always have a smart brain that knows 
all about it. Our powerful team puts your IT on track.

sepago GmbH

Dillenburger Straße 83 
51105 Köln

Partner
Always informed with sepago:Tel.: +49 221 - 801 93 95 0

info@sepago.de
www.sepago.de
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New tools new processes? 
Working with the M365 Defender solution requires a change in processes. Based on our experiences 
from previous customer projects and Microsoft best practices, together we will build and establish 
processes for your organisation to enable you to fully use all M365 Defender features. The purpose 
of the conception and definition of the new processes is a structured "incident handling and
remediation" process, as well as perspective implementation in an ITSM or documentation in a
"process warehouse" for regulatory purposes. The full potential of the technical security solutions 
used is leveraged in this module.

Kick-off

PLEASE CONTACT US
ANJA KRUMKAMP
IT Security Sales

sales@sepago.de

Agenda

1.

2.

3.

4.

5.

6.

7.

8.

Stakeholder Analyse & Interviews

Environment analysis

Process Trigger identification

Definition Process Layer 2 - Action Items

Design Process Layer 1 - High 

Process Communication guideline

FTE calculation & skill/resource demand 

Process Review & Improvement

Major incident handling & guideline

Process Onboarding & IT Security Process Awareness

9.

10.

11.

Change Management 
As new processes, especially in combination with new solutions, can bring a certain amount of
resistance from your organization, we offer you extensive change and adoption management. We offer a 
variety of proven techniques to ensure the best fit for your organization. Combining adoption and change 
management with joint process creation ensures that your new Microsoft Defender 365 solutions can 
bring the most value for you. 

Challenges and risks related to this project may be the following and need to be considered and evaluated 
during project implementation and in periodic "weekly's": 

• Identification of relevant process triggers & the security system landscape 
• Standardization of the "incident handling and remediation process" 
• Survey & Onboarding of relevant Stakeholders 
• Organizational growth towards a global group 
• Clear & structured preparation for "major incidents" 
• Communication, importance & team resources of Security Operations activities 

As the threat landscape is constantly evolving, security operations and processes have to be kept up to 
date. To support you in this ongoing task, we also offer our service for continuous improvement on monthly 
basis. 

BENEFITS HOLISTIC APPROACH
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